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 Modern Society strongly relies on 

reliable and continuous availability of 
critical infrastructures and their services
• A serious disruption of such services could lead to risk

for safety of life and economic welfare

• Critical infrastructures are more and more in focus of attacks out of 

the cyber-space

 Terrorists

 Governments

 Competitor/industrial espionage

 Cyber criminals and … 
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 Attack surface to critical infrastructures is 

continuously growing because:
 Deployment of COTS-products

 Change from proprietary protocols and products to 

common technologies coming from the pure IT world“

 Losing the „Air-Gaps“ through convergence

 More and more use of mobile devices and services

 Very long Life-Cycle of plants (10-25 years)

 Security capabilities of used technologies is 5 to 10 years 

behind enterprise IT

 Common cyber-security approach is only very limited 

applicable in systems with these special needs e.g. real time 

response
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 Interdependencies between critical infrastructure (CI)

Energy, Oil & Gas

Finance

Transportation

Information &
Telecom

Emergency Services
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• Development of a cross-border European early warning 

system for critical infrastructures

• Three tiers of collaborative, interconnected Secure Operation 

Centres (SOCs)
 Local/sub-state SOC  (O-SOC)

early detection and data 

collection with aggregation 

 National SOC (N-SOC)

Situational Awareness using 

aggregated and correlated data

 Transnational SOC with command and control capabilities with inclusion of 

member state SOCs (E-SOC)

Transnational Situational Awareness and coordinated and consistent crisis 

management
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• Development of a cross-border European early warning 

system for critical infrastructures
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A layered system architecture for a pan-European 

cooperative threat management, early-warning and situational awareness:

 Cross-country and cross-sectorial collaboration

 Anonymity and privacy (confidentiality) preserving for all joining members

 Secure information sharing and collaboration platform compliant to legal and other 

regulatory requirements

 Near-real-time detection of attacks

 Technologies and processes for monitoring and threat/incident detection

 Data analysis, aggregation, correlation and visualization

 Threat mitigation, impact analysis, interdependencies and incident management

 Evaluation of the regulatory, social and economic boundary conditions

 Full-scale demonstration of the integrated ECOSSIAN system on all levels (O-SOC, N-

SOC, E-SOC)
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 Same architecture 

at each SOC level, 

but

 Detailed 

implementations 

and technologies 

may differ



 Definition of a tailored hybrid sharing model, combining hierarchical and P2P sharing 
models

 O-SOC N-SOCs  E-SOC: Hub-and-Spokes

 O-SOC  O-SOC: Post-to-All
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 Cryptographic Access Control: design of mechanisms for providing confidentiality of shared information 
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Attribute Type Possible Values

SOC-Level OSOC, NSOC, ESOC

Country AT, DE, ES, FR, GB, IE, NL, PT, …

SOC Sector Chemical, Dams, Defense, Emergency_Services, 
Financial_Services, Government_Facilities, 
Healthcare_and_Public Health, 
Information_Technology, Nuclear, 
Transportation_Systems, 

Water_and_Wastewater_Systems, etc.

TLP TLP-Red, TLP-Amber, TLP-Green

Policy: ((“OSOC” AND “GB” AND “Health”) OR (“TLP-Red”))

Attribute-Based-Encryption

Partial Message Encryption

Access Policies Formulation

Attributes Definition



 Development and integration of the ABE Module
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Cymerius Dashboard

Cymerius Portal 

Dashboard



 Design and development of CAESAIR: a collaborative  analysis engine for 
situational awareness and incident response 
 Designed for the deeper investigation of incident reports not handled by Cymerius

 Automated import of external security sources (CVE, TI) to build up a body of knowledge

 Automatically discovers related resources and harnesses the human’s capabilities to validate findings

 Application in ECOSSIAN: 
 Supports the N-SOC human operator in advanced incident analysis tasks,

 Compliant with several data types (STIX threats, IODEF incidents, CVEs & CPEs, etc.) 

 Handles ~100k incidents and reports

 Performs (near) real-time Resource linking (correlation)
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Secure Gateway

 Encapsulator interface

 Unidirectional information channel

 Virus and malware verification

 Security label verification

 Security event logging 

 Anonymization by the Encapsulator module

 Every message going out of the SOC shall be approved by a SOC 

Manager.

Attribute-Based Encryption

 Encryption and decryption of a message based on a set of 

selected attributes while a message is sent through the Secure 

Gateway.

 Enforcement of the access control to the incident report by 

ensuring that only EU FINANCE institutions may be able to 

decrypt this information. 
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Collects data reported by the O-SOCs, and acquired from public external sources, temporarily 

stores it, and makes it available to the analysis components (Cymerius and CAESAIR). 

Compliant with the most widely adopted data formats and protocols for cyber incident and 

threat information description and exchange.
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 Once an event is registered by ECOSSIAN at any of the O-SOC, N-SOC or E-
SOC layers:

 The Secure Data Storage Stores data in a forensically sound manner.
 The event can then be interpreted and traced back to its origin, 
 Making it possible to understand “who did what, where and when”. 
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 Log server integrated with Intel 

SGX secure container.

 Query functionality to get 

specific logs from the storage.



 Interdependency tool to 

support creating situational 

awareness and find out 

interdependencies

 CIs dependant of the service 

of the disturbed CI

 System-of-systems approach
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Project number: 607577

Project website: www.ecossian.eu
Project start: 1st June, 2014
Project duration: 3 years
Total costs: EUR 13.196.720,61
EC contribution: EUR 9.224.459
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 Objective: 
 Protection from an APT (Advanced Persistent Threat) attack on the 

Solvency Department of a Financial Critical Infrastructure.

 Demonstration flow:
 Phase 1: Attack

 Phase 2: Detection

 Phase 3: Incident response & Mitigation
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Internal network of a financial company, based on existing systems, 

technologies and organizational structures. 
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O-SOC

supervision:

• OSSIM

• Cymerius

Sensors:

• BroLHG

• Honeypot

O-SOC / N-SOC 

communication:

• Secure Gateway

• Attribute Based

Encryption

O-SOC operator
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N-SOC analysis tool:

• CAESAIR

• Cymerius

O-SOC to N-SOC 

communication:

• Secure Gateway

• Attribute Based

Encryption

• Acquisition Module

N-SOC

supervision:

• Cymerius

N-SOC to O-SOC 

communication:

• Secure Gateway

• Attribute Based

Encryption

N-SOC operator
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 Advanced Persistent Threats (APT) attack

 In four steps:  

 Incursion

 Discovery

 Capture

 Exfiltration

 Attacker

 Victim

ECOSSIAN - European Control System Security Incident Analysis Network 288 November, 2016

Source: Symantech
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Social Engineering & Spear Phishing Attack



An employee PC gets infected by a 

malware the attacker sends through a 

malicious email. 

A zero-day vulnerability is exploited.
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The attacker explores the network 

topology and scans for active services 

while keeping a low-profile to avoid 

detection by O-SOC operators.
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The attacker gains control over servers 

and workstations and looks for valuable 

information he could collect
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 Detection of the intrusion by two sensors of the ECOSSIAN 

system: BroLHG and Honeypot.

 The internal network is monitored by ECOSSIAN sensors that detect 

isolated and uncorrelated “evidences” related to the running attack. 

 These evidences reveal traces left behind by sophisticated techniques 

adopted by the attacker. 

 Attacker

 O-SOC Operator

 Supervision of the security issues of the company’s IT.  

 Real-time view on the cyber security state of the controlled network 

and processes.
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ECOSSIAN capabilities 

 Advanced detection 

capability: detection of a 

discrete intrusion of by 

analysing slight anomalies in 

network traffic patterns. 
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ECOSSIAN capabilities 

 Advanced persistent threat 

detection capability: detection 

of the intrusion already in the 

discovery phase of the APT. 

The combination of BroLHG and 

Honeypot alarms enables the O-SOC 

operator to clearly identify the 

intrusion.



SIEM (OSSIM or others)

 Open source Security Information and Event Management System

 Aggregation and Correlation of Sensor Events

O-SOC Cymerius

 Situational awareness solution used within a SOC

 Incident view linked with a business impact evaluation

 Situation overview along with mitigation actions specifically adapted to cyber incidents

ECOSSIAN capabilities

 Supervision of the cyber-security state of the monitored infrastructure.

 Capacity to supervise incidents in a centralized and user-friendly way. 

 Inter-operability with many different SIEM solutions (like OSSIM in this case). 
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 Investigation, incident response and mitigation: 

1. Incident supervision and analysis (O-SOC level)

2. National collaboration and support for solving the incident 

(O-SOC to N-SOC incident forwarding)

 O-SOC operator

 N-SOC Operator

 High-level information from O-SOCs

 Situational awareness and view on the nation’s critical 

infrastructures

 Nation-wide forensics analysis
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Acquisition Module

 Collects data reported by the O-SOCs, and acquired from public external sources, 

temporarily stores it, and makes it available to the analysis components (Cymerius and 

CAESAIR). 

 Compliant with the most widely adopted data formats and protocols for cyber incident and 

threat information description and exchange.

N-SOC Cymerius

 Incident received on the N-SOC operator console

ECOSSIAN capabilities 

 National awareness: situation awareness on security issues at national level 

 Based on the possibility of sharing threat information between the O-SOC and N-SOC, in a 

secure and encrypted way (thanks to the SGW and the ABE module). 



CAESAIR
 Correlation/analysis engine for situational awareness and incident response

 Designed for the deeper investigation of incident reports

 Automated import of external security sources (CVE, TI) to build up a body of knowledge

 Automatically discovers related resources and supports human’s in validating findings

N-SOC Cymerius
 Import of CAESAIR analysis

ECOSSIAN capabilities 

 National support : Collaboration and support at national level to help the SOC at Operator 

level solving the incidents they are facing. 

 Analysis tools: CAESAIR

 Centralised database: Centralise useful information (such as threat patterns). 
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ECOSSIAN capabilities

 Situational awareness at National & European levels

 Warnings sharing: warnings issued by the O-SOC are forwarded to the SOCs at 

national and European levels 

 Threat information sharing: broadcast by the N-SOC to the other critical 

infrastructures that could suffer from the same kind of attack. 

 Secure communication (Secure Gateway)

 Encryption capabilities (Attribute-Based Encryption)
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Mitigation

 The O-SOC operator updates the incident report with complementary 

information on how the incident was open, analysed and closed. 

Detection and mitigation feedback sharing

 Sharing of feedback information on detection and mitigation procedures at 

national and European levels.

ECOSSIAN capabilities

 National support: Collaboration and support at national level to help the SOC at 

Operator level solving the incidents they are facing. 

 Preparedness of Critical Infrastructures and SOC Operators in Italy and in Europe. 
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