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Ecessian

Background

« Modern Society strongly relies on
reliable and continuous availability of
critical infrastructures and their services

* A serious disruption of such services could lead to risk
for safety of life and economic welfare

e Critical infrastructures are more and more in focus of attacks out of
the cyber-space

o Terrorists
o Governments
o Competitor/industrial espionage

o Cyber criminals and ...
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Motivation

= Attack surface to critical infrastructures is

continuously growing because:
¢ Deployment of COTS-products

¢ Change from proprietary protocols and products to
common technologies coming from the pure IT world“

¢ Losing the ,Air-Gaps” through convergence

¢+ More and more use of mobile devices and services

¢ Very long Life-Cycle of plants (10-25 years)

¢ Security capabilities of used technologies is 5 to 10 years
behind enterprise IT

¢ Common cyber-security approach is only very limited
applicable in systems with these special needs e.g. real time
response
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Motivation

« Interdependencies between critical infrastructure (Cl)
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Project goals
- Development of a cross-border European early warning

system for critical infrastructures
« Three tiers of collaborative, interconnected Secure Operation

Centres (SOCs)

o Local/sub-state SOC (O-SOC)
early detection and data
collection with aggregation

o National SOC (N-SOC)
Situational Awareness using
aggregated and correlated data

o Transnational SOC with command and control capabilities with inclusion of

member state SOCs (E-SOC)
Transnational Situational Awareness and coordinated and consistent crisis

management
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Project goals

« Development of a cross-border European early warning
system for critical infrastructures
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Project goals summary

A layered system architecture for a pan-European

cooperative threat management, early-warning and situational awareness:
= Cross-country and cross-sectorial collaboration
=  Anonymity and privacy (confidentiality) preserving for all joining members

= Secure information sharing and collaboration platform compliant to legal and other
regulatory requirements

= Near-real-time detection of attacks

« Technologies and processes for monitoring and threat/incident detection

« Data analysis, aggregation, correlation and visualization

» Threat mitigation, impact analysis, interdependencies and incident management
= Evaluation of the regulatory, social and economic boundary conditions

= Full-scale demonstration of the integrated ECOSSIAN system on all levels (O-SOC, N-
SOC, E-SOC)
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Reach the goals based on a common
Architectural Approach
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Architectural Approach

= Same architecture E-SOC
at each SOC level,
but

= Detailed
implementations
and technologies
may differ
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Information sharing

¢ Definition of a tailored hybrid sharing model, combining hierarchical and P2P sharing
models

o 0-SOC €<->N-SOCs <> E-SOC: Hub-and-Spokes
o O-SOC €<—> 0-SOC: Post-to-All

N-SOC
— —

oc
0-S0OC
‘ 0-s0C \ Io-soc ' ‘ 0-s0C \ l 0-s0C l ‘ 0-s0C \ ‘ 0-s0C ' L
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Information sharing Ecessian

¢ Cryptographic Access Control: design of mechanisms for providing confidentiality of shared information

Attribute-Based-Encryption

SOC-Level 0SOC, NSOC, ESOC
Country AT, DE, ES, FR, GB, IE, NL, PT, ...
SOC Sector Chemical, Dams, Defense, Emergency_Services,
Financial_Services, Government_Facilities,
Attributes Definition Healthcare_and_Public Health,
Information_Technology, Nuclear,

Transportation_Systems,
Water_and_Wastewater_Systems, etc.

TLP TLP-Red, TLP-Amber, TLP-Green

Access Policies Formulation |:>> Policy: (“OSOC” AND “GB” AND “Health”) OR (“TLP-Red”))

1D example:ttp-7d9fe1f7-429d-077e-db51-92c70b8dad5a
Title Victim Targeting: Electricity Sector and Industrial
. . Control System Sector
Partial Message Encryption |:>> T
Identity CiQldentity3.0InstanceType
Specification
Organisation Info
Industry Type Electricity, Industrial Control Systems
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Information sharing

¢ Development and integration of the ABE Module

0-S0OC

STIX message m,
Policy Description P

Interconnection (O-N Interface)

Secure Gateway

N-SOC

Interconnection (O-N Interface)

ISTIX message m
-

T Enc(P, m)

= ABE-Module

i

trieve publi
riva

e key
h

parametays,

> Secure Gateway

Enc(P.lm} 4 m

/ ABE-Module

ABE-Key Server
—
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CASAIR

= Design and development of CAESAIR: a collaborative analysis engine for
situational awareness and incident response

+ Designed for the deeper investigation of incident reports not handled by Cymerius
+ Automated import of external security sources (CVE, Tl) to build up a body of knowledge

+ Automatically discovers related resources and harnesses the human’s capabilities to validate findings

+ Application in ECOSSIAN:
o Supports the N-SOC human operator in advanced incident analysis tasks,
o Compliant with several data types (STIX threats, IODEF incidents, CVEs & CPEs, etc.)
o Handles ~100k incidents and reports
o Performs (near) real-time Resource linking (correlation)

v
Incident¢ . X

e |IODEF User Feedback
repert | = _" ‘ a

Threat |

) — STIX Features Artifact — Resource Resources Graphical
Information | = Extraction Mapping Linking Interface

Knowledge

H JSON/REST
OSINT — /
<> Importer
O
A =
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O-SOC to N-SOC: incident forwarding

Secure Gateway

s Encapsulator interface
Crossin[€]® [Ecossian
: w SGW w - Virus and malware verification

Unidirectional information channel

Security label verification
Security event logging
= Anonymization by the Encapsulator module

= Every message going out of the SOC shall be approved by a SOC
Manager.

Attribute-Based Encryption

Encryption and decryption of a message based on a set of
selected attributes while a message is sent through the Secure

Simulated Simulated Gateway.
O-S0C N-SOC or o
ESOC = Enforcement of the access control to the incident report by

ensuring that only EU FINANCE institutions may be able to
decrypt this information.
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Acquisition Module

Collects data reported by the O-SOCs, and acquired from public external sources, temporarily
stores it, and makes it available to the analysis components (Cymerius and CAESAIR).

Compliant with the most widely adopted data formats and protocols for cyber incident and
threat information description and exchange.

LoV STIX IODEE:< o0

COMPATIBLE
eve.mitre.arg

X1 {JSONY} CPE

common platform enumeration
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Forensics and logging

= Once an event is registered by ECOSSIAN at any of the O-SOC, N-SOC or E-

SOC layers:

¢ The Secure Data Storage Stores data in a forensically sound manner.

o The event can then be interpreted and traced back to its origin,
o Making it possible to understand “who did what, where and when”.

¢ Log server integrated with Intel
SGX secure container.

¢ Query functionality to get
specific logs from the storage.

ICS Device

¥ channel ¥

i/ Standard p

N ECDHE-ECDSA-AES256.GCM.SHA384

Authentically Encrypted
and Integrity Protected

SDS

All query over

TLS

Forensics tool or
AECID
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Impact analysis (at N-E-SOC) Ecessian
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Consortium Overview Ecessian

Ecossian member state
* . AB member

Germany Italy
= EADS Deutschland GmbH Poste Italiane SPA
Fraunhofer AISEC = University of Bologna
ifak Institut fOr Autornation und Ireland
Kommunikation g%, = Bord Gais
CESS GmbH Centre for Elropean & Espion Group
Security Strategies UCGD Dublin®

Cassidian Cybersecurity GmbH reat Britain

B5I Federal Ormice for g . EADS UK (subconiractor)
Information securify Finland
France n  VTT
= Cassidian Cybersecurity France H >y . Finish interior Ministry *
= Bertin Technology Portugal
Aust a. INOY Inesc Inovacio

Technikon Forschungsgesellschart miaH
Alstria Institute of Technology
Austrian Ministry of Interiar *
Austrian Federal Ministry of
Defence and Spors *

QMY Refining®

= REFER
= Ministerio da Justica

Faoland

Folice Acadermy

. in SZczytno

Eelgium
= [CRI KLU Leuven

Switzerland
Lucerne University of
Applied Sclehces ahd Arts ™*
Israel
= Whife Cyber Knight WS ™
lobal
= Europol *
= University of Callfornia/iCs! *
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Overall scenario
presentation:

Protection of Critical
Financial Infrastructures
against advanced
Cyber-attacks
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Objectives and demonstration flow

» Objective:

¢ Protection from an APT (Advanced Persistent Threat) attack on the
Solvency Department of a Financial Critical Infrastructure.

= Demonstration flow:

¢ Phase 1: Attack
¢ Phase 2: Detection

¢ Phase 3: Incident response & Mitigation

8 November, 2016
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Demonstration setup Ecessian

@ Cl equipment ECOSSIAN equipment
SGW
Network
@ @ Console operatad 0 Farewallf/VPN [FR)

6 @ Diemo operators workstations Q ECOSSIAN appliance

Internal network of a financial company, based on existing systems,
technologies and organizational structures.
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bilit

Demonstrated ECOSSIAN c
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Demonstrated ECOSSIAN capabilities (N-SOC)
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This project has received funding from the
European Union’s Seventh Framework
Programme for research, technological
development and demonstration under

grant agreement no 607577.
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Phase 1: Attack
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Introduction

« Advanced Persistent Threats (APT) attack

In four steps: Q @

¢ |ncursion

B

@

¢ Discovery
¢ Capture
¢ Exfiltration

-
%

INCURSION DISCOVERY CAPTURE EXFILTRATION
Attacker breaks into the Hacker then maps Accesses data on Data sent to enemy’s
network by delivering organization’s defenses unprotected systems “home base” for analysis
targeted malware to from the inside and further
vulnerable systems and Installs malware to exploitation/fraud
’ - Atta C ke r employees Creates a battle plan Sf_:cretly acquir_e data or
—_— disrupt operations

S icti J S S J
Victim

Source: Symantech
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Information Gathering
Social Engineering & Spear Phishing Attack
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Incursion

An employee PC gets infected by a
malware the attacker sends through a
malicious email.

A zero-day vulnerability is exploited.

INCURSION

Attacker breaks into the
network by delivering
targeted malware to
vulnerable systems and
employees

8 November, 2016
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Network topology discovery

The attacker explores the network
topology and scans for active services
while keeping a low-profile to avoid
detection by O-SOC operators.

DISCOVERY

Hacker then maps
organization’s defenses
from the inside

Creates a battle plan

8 November, 2016 ECOSSIAN - European Control System Security Incident Analysis Network
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Data Capture

The attacker gains control over servers
and workstations and looks for valuable
information he could collect

CAPTURE

Accesses data on
unprotected systems

Installs malware to
secretly acquire data or
disrupt operations
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Operational demonstration

This project has received funding from the
European Union’s Seventh Framework

Programme for research, technological
development and demonstration under
grant agreement no 607577.

Phase 2: Detection
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@

Introduction

« Detection of the intrusion by two sensors of the ECOSSIAN

system: BroLHG and Honeypot.

¢ The internal network is monitored by ECOSSIAN sensors that detect
isolated and uncorrelated “evidences” related to the running attack.

¢ These evidences reveal traces left behind by sophisticated techniques
adopted by the attacker.

= Attacker
O-SOC Operator
¢ Supervision of the security issues of the company’s IT.

¢ Real-time view on the cyber security state of the controlled network
and processes.

8 November, 2016 ECOSSIAN - European Control System Security Incident Analysis Network
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Detection #1: BroLHG ECOSSIAN capabilities

« Advanced detection
capability: detection of a
discrete intrusion of by
analysing slight anomalies in
network traffic patterns.

8 November, 2016 ECOSSIAN - European Control System Security Incident Analysis Network
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ECOSSIAN capabilities

ete Cti O n #2 : H O n ey pOt » Advanced persistent threat

detection capability: detection
of the intrusion already in the
discovery phase of the APT.

The combination of BroLHG and
Honeypot alarms enables the O-SOC
operator to clearly identify the
intrusion.

8 November, 2016 ECOSSIAN - European Control System Security Incident Analysis Network
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O-SOC level: supervision

SIEM (OSSIM or others)

= Open source Security Information and Event Management System

= Aggregation and Correlation of Sensor Events

0-SOC Cymerius

Situational awareness solution used within a SOC

= Incident view linked with a business impact evaluation

= Situation overview along with mitigation actions specifically adapted to cyber incidents

ECOSSIAN capabilities

= Supervision of the cyber-security state of the monitored infrastructure.

= Capacity to supervise incidents in a centralized and user-friendly way.

» Inter-operability with many different SIEM solutions (like OSSIM in this case).
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Phase 3: Incident response
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Ecessian

Introduction

» Investigation, incident response and mitigation:
1. Incident supervision and analysis (O-SOC level)

2. National collaboration and support for solving the incident
(O-SOC to N-SOC incident forwarding)

‘(i)‘ = O-SOC operator

‘Q‘ - N-SOC Operator

¢ High-level information from O-SOCs

¢ Sjtuational awareness and view on the nation’s critical
infrastructures

¢ Nation-wide forensics analysis
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Ecessian

O-SOC to N-SOC: incident forwarding

Acquisition Module

= Collects data reported by the O-SOCs, and acquired from public external sources,
temporarily stores it, and makes it available to the analysis components (Cymerius and
CAESAIR).

= Compliant with the most widely adopted data formats and protocols for cyber incident and
threat information description and exchange.

N-SOC Cymerius

= Incident received on the N-SOC operator console

ECOSSIAN capabilities

» National awareness: situation awareness on security issues at national level

= Based on the possibility of sharing threat information between the O-SOC and N-SOC, in a
secure and encrypted way (thanks to the SGW and the ABE module).
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Ecessian

N-SOC level: analysis

CAESAIR

- Correlation/analysis engine for situational awareness and incident response

= Designed for the deeper investigation of incident reports

= Automated import of external security sources (CVE, Tl) to build up a body of knowledge
= Automatically discovers related resources and supports human’s in validating findings

N-SOC Cymerius
= Import of CAESAIR analysis

ECOSSIAN capabilities

= National support : Collaboration and support at national level to help the SOC at Operator
level solving the incidents they are facing.

= Analysis tools: CAESAIR

» Centralised database: Centralise useful information (such as threat patterns).
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Ecessian

N-SOC warnings: national awareness

ECOSSIAN capabilities

= Situational awareness at National & European levels

¢ Warnings sharing: warnings issued by the O-SOC are forwarded to the SOCs at
national and European levels

¢ Threat information sharing: broadcast by the N-SOC to the other critical
infrastructures that could suffer from the same kind of attack.

¢ Secure communication (Secure Gateway)

¢ Encryption capabilities (Attribute-Based Encryption)
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Ecessian

Mitigation & feedback sharing (esson learned)

Mitigation

= The O-SOC operator updates the incident report with complementary
information on how the incident was open, analysed and closed.

Detection and mitigation feedback sharing

= Sharing of feedback information on detection and mitigation procedures at
national and European levels.

ECOSSIAN capabilities

» National support: Collaboration and support at national level to help the SOC at
Operator level solving the incidents they are facing.

» Preparedness of Critical Infrastructures and SOC Operators in Italy and in Europe.
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